CLEARED EMPLOYEE REPORTING REQUIREMENTS

As an individual who has been granted a security clearance by USDA, you are required to report the following issues to the Personnel & Document Security Division (PDSD) at (202) 720-7373 or pdsd@usda.gov.  

1. Adverse Information
Adverse information is any information that adversely reflects on the integrity or character of a cleared employee, which suggests that his/her ability to safeguard classified information may be impaired, or that his/her access to classified information clearly may not be in the interests of national security. You must report the following types of information about yourself or other employees:
• Arrests or convictions for criminal offenses including drunk driving and traffic violations over $300;
• Financial difficulties, including bankruptcy, excessive indebtedness, and wage garnishments;
• Aberrant behavior;
• Alcoholism, use of illegal drugs, or abuse of legal drugs;
• Emotional or psychological problems requiring treatment or hospitalization;
• Affluence (wealth, acquisitions, investments) beyond known sources of income.

2. Change in Personal Status
You must report:
• A change in name;
• A change in marital status (i.e., marriage or divorce);
• A change in citizenship;
• When access to classified information is no longer required due to a change in job assignments.

3. Foreign Contact/Foreign Travel
You must report any close and continuing contact with a foreign national.  You must report when you begin to act as a representative of or consultant to any foreign entity, including a government, a government agency, a commercial business, or a person.  You must report all personal and official foreign travel.  

4. Security Incidents/Violations
You must report any known or suspected security violation or vulnerability of which you become aware, independent of who is responsible or at fault for the situation. Security violations/vulnerabilities include:
• The careless or unintentional failure to comply with security requirements for safeguarding classified information;
• The intentional disregard of security requirements;
• Any failure to comply with security requirements, regardless of intent, that has resulted in the loss, compromise, or suspected compromise of classified information;
• The unauthorized receipt of classified material;
• Significant vulnerabilities discovered in equipment or systems designed to protect classified information.

5. Espionage, Sabotage, Subversive Activities
You must immediately report any situation related to actual, probable, or possible espionage, sabotage, or subversive activities directed at the United States.

6. Suspicious Contacts
You must report:
• Any efforts by any individual, regardless of nationality, to obtain illegal or unauthorized access to classified information or to compromise any cleared employee;
• Any contact by a cleared employee with known or suspected intelligence officers from any country;
• Any contact which suggests you or another employee may be the target of an attempted exploitation by the intelligence services of another country.
